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.Net Framework:

id="IdentityModel" version="1.9.2"
id="IdentityServer3.AccessTokenValidation" version="2.15.1"
id="Microsoft.Owin.Security" version="3.0.1"
id="Microsoft.Owin.Security.Jwt" version="3.0.1"
id="Microsoft.Owin.Security.OAuth" version="3.0.1"

.Net core:

id=" IdentityServer4.AccessTokenValidation" version="2.6"

.Net Framework

public void Configuration(IAppBuilder appBuilder)
{

var config = new HttpConfiguration();

config.MapHttpAttributeRoutes();
config.Routes.MapHttpRoute(
name: "Default",
routeTemplate: "api/{controller}/{id}",
defaults: new { id = RouteParameter.Optional }

)5

config.EnsureInitialized();

appBuilder.UseIdentityServerBearerTokenAuthentication(new
IdentityServerBearerTokenAuthenticationOptions ()

{

AuthenticationType = "Bearer",

9 33 39S pB 41 1 5 gu

http://sooran.co
info@sooran.com




\\:/

37/ 4

Authority = "https://auth.tinet.ir",
RequiredScopes = new[] { "myapi" },

1)

appBuilder.UselWebApi(config);

.Net Core:

public void ConfigureServices(IServiceCollection services)
{
services.AddMvcCore()
.AddAuthorization()
.AddJsonFormatters();

services.AddAuthentication("Bearer")
.AddIdentityServerAuthentication(options =>

{
options.Authority = "https://auth.tinet.ir";
options.RequireHttpsMetadata = false;
options.ApiName = "myapi";

1

}

public void Configure(IApplicationBuilder app)

{
app.UseAuthentication();

app.UseMvc();

3 ool Sl 565 Golke 4 9 Ll drld 3929 S5 )3 b 4S WS (4 o)Ll S api scope 4 apiName b scope Lxol 5

sl s identity server (ool i o)lal Sd S 45S5kes @ Authority .l e api ¢!

LS ookt a8 b LIS )> Authorize Attribute )l el 35 1ais api )l cladlxe @ly J>

[Route("api/[controller]")]
[Authorize]
public class ValuesController : Controller

{
s
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identity 3 9 Wil wiae W RequiredScopes 9 Jib identity server (o1 b plyw Autority b L=l Gl

ikl odlds o yaS server

SampleApiCore -Y
Gl U8 03951 dotnetCore dseud 039, (0l
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:ResourceOwnerPassword s ClientCredentials s candS

Olnlo .3l 3929 T 53 identity server (SY dxiupe 4 0L Syl aS Tz il 2 Cd £33 ool L oS ¢yl
Saaly s 4 5L Jadd b CoMS cpl 5o sl 38 (Gi9dking b JewS WilgS (2 9 Lidls g9 S i Lyl Wilss (s
discovery b 4 colb 9 pasin o031 )l (Ss5 cdbys cyz |y b endpoint Wleaas SulS ¢l .aab 2 IdentityModel

Llg= 2 endpoint

L 9 RequestClientCredentialsAsync dawgs (uwiw .39& (o dis-lo CaudE 9 0l 01143 discovery Il cl> 93 ol yo
D9 (2 oalaiwl APl A Cuwlgsd Sl O 31 g odd cdlys 1y8'L i) (Se3 RequestResourceOwnerPasswordAsync
identity server 3l (Se5 Cuslgsys aBia g uib oud Casyad b odds ,S3 api SCOPE ) S (g fasd )l 3929 45 (G iSG

g 583 oSl ol 4y (swus Wb

1S CleMbl Jawgs Sgs cdbyd

static async Task<TokenResponse> RequestTokenAsync()
{
var disco = await DiscoveryClient.GetAsync(Authority);
if (disco.IsError) throw new Exception(disco.Error);
var client = new TokenClient(
disco.TokenEndpoint,
"myclient", "myclient_secret");
return await client.RequestClientCredentialsAsync("myapi");
}
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static async Task<TokenResponse> RequestTokenAsync()

{

var disco = await DiscoveryClient.GetAsync(Authority);
if (disco.IsError) throw new Exception(disco.Error);

var client = new TokenClient(
disco.TokenEndpoint,
"myclient", "myclient_secret");

Return await client.RequestResourceOwnerPasswordAsync("0080196632","P1@00099d",
“myapi”);
}

PRCPIN

ClientCredentials -\
Sy LS (2 ool api )l OF Jawgd 9 LS (2 8Ly Se5 395 clientSecret 9 clientld Jawgs CusdS 039, ¢l 1o
identity server )5 9 Lil e clientSecret g clientld 9 L& identity server yuysT b ly Autority b =

Al diils 5929 ClientCredentials M5 s grant type o (nizeed il ouds Caoyad

ClientCredentialCore -Y

sl 8 039,53 dotnetCore dseud 039 oyl

ResourceOwner -Y
@ <L) ;Se5 cpassword 9 username 3 clientld Jluyl 3 358 y5ue 30) 9 S8 L Bl b DB 0395 ol 4o
9 clientld 3 4&b identity server oo)sT b ply Autority LU Ll Gl .S (s ool api )l of Jawgs 9 &S
il odds Jlad 9 §y0) Ol 9 ouds Liyad username )8 b b () cwizad il uias client secret

Ak diils 3929 ResourceOwnerPassword <dsd sla grant type ys (rixed

ResourceOwnerCore -¢

sl JuB 039, dotnetCore dseusd 039, opl

sl gl 5L DS
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Y dulids Jloyl b g3 (5 (paseds 52 9 398 (2 SY L duake (auSibl )3 H9se 50y DS )y Oy Il 0l
Jawgs ¥ g ouis Jluyl backend 4y suis c3L)ys access token cbackend 4 duwbiss Jlwyl Sl 40 ol @3y WS
29 (2 (41R OSH 09 Akme Ll )5 U9z Wlgse userinfo e 4 (wols endpoint I b )6 wledlbsl (Sg5 of
S (b dr St 5 il iglite Ll (2 Al el ol (il 03l 9y (2 O I ool oalinl el 1S

..))b

& JS dgad

JavaScriptClient -\

Slegil Hob 4 1) s endpoint guysl Jud M wiles 9 WS (2 8 oide-client pb 4 ) AluliS Jawgi 03953 o2
Ja8 50 Wb 05950 Sl Sly s 0315 b g5 bty )0 4 sl 3590 APP.jS 2B > DS Wiledais .S (2 8y
ral el Cinya3 identity server 3o g Jiab siae 1) 3)lge app.js

Authority .a

Client_id .b

Redirect_uri .c

Post_logout_redirect_uri .d

Response_type .e

Scope .f

“id_token” !y response_type 45 (G gue )3 bl disly 39>9 Implicit <M sl grant type ) (nizeed
<ldentity token p ogdle 344 031> 1,8 “id_token token” L yly 45 (3 940 1o 9 identity token g o3l )9

23,5 (s 8Ly 5 access token
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var config = {
authority: "https://auth.tinet.ir/",
client_id: "myclient",
redirect_uri: window.location.origin + "/callback.html",
post_logout_redirect_uri: window.location.origin + "/index.html",
response_type: "id token token",
scope: "openid profile email",
loadUserInfo: true,
silent_redirect_uri: window.location.origin + "/silent.html",
automaticSilentRenew: true,
revokeAccessTokenOnSignout: true,
filterProtocolClaims: false

}s

expire pKi» L access token cdlys cy silent_redirect_uri 45 cul gl )15 3929 Lyl o oS (51 4SS

29y 2 )8 4 A=d access token o

AngularClient
2392 Shy>! Slp .l 39290 constants.ts Jold 53 o DS Oladass .l Jud 059, (Y9551 dsewd g o

il time Oladaid Wb

export class Constants {
public static stsAuthority = 'https://auth.tinet.ir/';
public static clientId = 'ada47f94-4c65-480d-8bc9-d4a2b6+98688";
public static redirectUri = 'http://localhost:4200/assets/signin-callback.html';
public static silentRedirectUri = 'http://localhost:4200/assets/silent-callback.html’;
public static postLogoutRedirectUri = 'http://localhost:4200/"'
public static clientScope = ‘'openid profile email myapi';
public static responseType = 'id_token token';
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dotnet full framework s\» 839y

Y L EOFUEY CARIPINC

id="IdentityModel"

id="Microsoft.Owin
id="Microsoft.Owin
id="Microsoft.Owin
id="Microsoft.Owin

id="Microsoft.Owin

version="1.9.2"

id="IdentityServer3.AccessTokenValidation" version="2.15.1"

.Security"” version="4.0.0"
.Security.Jwt" version="3.0.1"
.Security.OAuth" version="4.0.0"
.Security.Cookies" version="4.0.0"

.Security.OpenIdConnect" version="4.0.0"

oS (2 3Ll 039y startup B 4 |y ) 98 s

{
string>();
{
1

ClientId =

{
3

public void Configuration(IAppBuilder app)

JwtSecurityTokenHandler.DefaultInboundClaimTypeMap = new Dictionary<string,

app.UseCookieAuthentication(new CookieAuthenticationOptions

AuthenticationType = "Cookies"

app.UseOpenIdConnectAuthentication(new OpenIdConnectAuthenticationOptions

"b9d1dd7b-b991-4e09-82fa-8e096b423de3",

ClientSecret = "b9d1dd7b-b991-4e09-82fa-8e096b423de3",

Authority = "https://auth.tinet.ir/",

RedirectUri = "http://localhost:5002/signin-oidc",
PostLogoutRedirectUri = "http://localhost:5002/signout-callback-oidc",
ResponseType = "id_token token",

Scope = "openid profile email phone",

RequireHttpsMetadata = false,
AuthenticationType = "oidc",
SignInAsAuthenticationType = "Cookies",

AuthenticationMode = AuthenticationMode.Active,
Notifications = new OpenIdConnectAuthenticationNotifications()
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Jayls 5o T Hldde 03,8 Cuw Ciyguo )3 b 45wl i8] Wi Jolis Notifications jase .l 0dis Ol Md ileglass oyl
o0l &S iy dxrgl S ol Wb Lasd S eedlgs oolatwl ise opl 31 delal )d a3y (2 invoke b aSI Calise
plzsl y o8 5l eol> ledbl (3lay Jas 9 35 (o Jio OpenldConnect 4oliS Jawgs (3953 <40 4 RedirectUri
29 el JE 5l Slyp aS1 / JAS SO 4 5L Galplia 9 39 (03 Jaid SSlegil yebo 40 PostLogoutRedirectUri bl .o (2

&SG Colda u&ol Ao 49[))9)6‘@3| gfll)l o el oy odlw

[Route("signout-callback-oidc")]
public async Task<ActionResult> SignedOut()

{
}

return RedirectToAction("Index");

Cdbyo b (Ses 48 3oy Hshare ¢l Sl -euld G Sldes &y identity token 9 access token oas-3 4 ki «8Y 3l ju
gt 44)3h.~a Oe‘ LS‘)-’ ‘o._g.&ab EVEA R (AW LQJTGU AAUJ_.\ alizes sl B INN G N.Su- @Lp‘f)s&u claima LQAT (89
.08 (2 8Ll ) 1) oS cNotifications

SecurityTokenValidated = notification =>

var accessToken = notification.ProtocolMessage.AccessToken;
if (accessToken != null)
notification.AuthenticationTicket.Identity.AddClaim(new
Claim("token.access_token", accessToken));

var identityToken = notification.ProtocolMessage.IdToken;
if (identityToken != null)
notification.AuthenticationTicket.Identity.AddClaim(new
Claim("token.id_token", identityToken));

var refreshToken = notification.ProtocolMessage.RefreshToken;
if (refreshToken != null)
notification.AuthenticationTicket.Identity.AddClaim(new
Claim("token.refresh_token", refreshToken));

return Task.CompletedTask;
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el redirect uri 53 «3,S Gl |y &b 4 03,5 (WSY G S9) «SY d=ie 4 redirect ) w8 A4S g o

ol 6J3§31? Sly D98 (2 )8 4 Uas plig Jioled Cacl g .m,fuo J4S exception 4 ol 9 odi cdbys access denied

oS (2 8Lsl |y pj 98 Notifications 4 9290

AuthenticationFailed = async (notification) =>

if (string.Equals(notification.ProtocolMessage.Error, "access_denied",
StringComparison.OrdinalIgnorecCase))
{

notification.HandleResponse();
notification.Response.Redirect("/");

}

)

dio ool o)) )8 9 WS Zly3iwl |y post logout (T «cddS wleMbl Jawgi B 3yls 3LS identity server «)8 zoys 3l pw

0238 Ui Cygee 1) 0S8 ol i)l SLulS .S 2 713 identity token 1L wledbl ol Identity server .S Jaxie
b 225 95 g0 cnl 3l GaSek car @S5 5L D post logout e 4 gl Y I pw 39 (2 sl 5 WS 65 oy
.08 (2 4L Notification 4

RedirectToIdentityProvider = notification =>

{
if (notification.ProtocolMessage.RequestType == OpenIdConnectRequestType.Logout)

{

var idTokenHint =
notification.OwinContext.Authentication.User.FindFirst("token.id_token");
if (idTokenHint != null)

{
¥

notification.ProtocolMessage.IdTokenHint = idTokenHint.Value;

}

return Task.FromResult(0);

3

oS (2 8Ll message 4 9 03,S lyiwl |y @3S ens3 1) OF Db aSidentity token 4 ¢l )

S )8 a3y 38L)s (S95 expire time Jldie b ply b 0433 §S ee e 354 2 Casb UseTokenlLifeTime s
b als (S dS G ygmo )0 9 ol cdliys dodr S5 Lib (xSY jgan identity server )o ) 4S G ygue 43 il el 3l o 9
s plg3- 3Ly CookieMiddleware i b (555 sas Olpe 39 false Ao cul 45 G)gee 5o 39 Coldd (Y dxipo
sl api 03,5 JE Wad 48 Jla) cdb oS expire 3 Adw $55 see 45 Jagme 03 ) 09 Jlad Eog ol Canl A 4
b ol 0250 Ll g o (S55 pas 0ig5 0l 93 9d (o <L) unauthorized las Wil sl expire (Se5 9 padsb

sl 0 0010 H148 joy o
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dotnet Core s oj9

055 (2 o 1) ) Sl Sinly !

id=" IdentityServer4.AccessTokenValidation" version="2.6"

-e:ifu' 48Ls| 09, startup Jold 4s 1y 15 IS upss
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public void ConfigureServices(IServiceCollection services)
{
services.AddMvc();
JwtSecurityTokenHandler.DefaultInboundClaimTypeMap.Clear();
services.AddAuthentication(options =>
{
options.DefaultScheme = "Cookies";
options.DefaultChallengeScheme = "oidc";
)
.AddCookie("Cookies")
.AddOpenIdConnect("oidc", options =>
{
options.SignInScheme = "Cookies";
options.Authority = "https://auth.tinet.ir/";
options.RequireHttpsMetadata = false;
options.ClientId = "b9d1ldd7b-b991-4e09-82fa-8e096b423de3";
options.ClientSecret = "b9d1dd7b-b991-4e09-82fa-8e096b423de3";
options.ResponseType = "id_token token";
options.SaveTokens = true;
options.GetClaimsFromUserInfoEndpoint = true;
options.Scope.Add("phone™);
options.Scope.Add("email");
options.Scope.Add("offline_access");
options.Events = new OpenIdConnectEvents()
{
¥
1
}
public void Configure(IApplicationBuilder app, IHostingEnvironment env)
{
if (env.IsDevelopment())
{
app.UseDeveloperExceptionPage();
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app.UseExceptionHandler("/Home/Error");

app.UseAuthentication();

app.UseStaticFiles();
app.UseMvcWithDefaultRoute();

Sl scope 4y I Wls 3929 (258 Liw Ciygse 4 profile 9 opened Lldis scope o 45 Cawl gl lo D929 45 () AiSS
o33 AuthenticationProperties 5> (58Lys Sl (,Ss3 39& (2 Ecb SaveTokens wzed .l 03,5 ddlsl O 4 1) 423 390
g redirect uri B Loyl .Cd 13)8 S claim )o LT (5w op3 4 LS full framework caudS Wsle ¢plply g
Jd d5uUS Jawgs 9 Lil (2 “signout-callback-oidc” 3 “signin-oidc” b nly (2,8 i Cygae 4 @2 post logout uri
S Ashl lawgs Olg (o didl . JB Jie post logout Gws 03)S Juid 9 T zome S5 4 Gl 9 Lsd o

23S ose ly U2y e seolde ol “SignedOutCallbackPath” 9 “CallbackPath”

options.CallbackPath = "/signin-oidc";
options.SignedOutCallbackPath = "/signout-callback-oidc";

cbla |y dl,,a)‘ Mlx)gd.gé)ﬁap 29 U}f}’ Il o ugb.:lu Dylaly S cwed 4o Notification o« Events Oladas O.g\ BN

8 (2 4L>l events 4 |y ) uS access_denied slas il i SS9k Iy

OnRemoteFailure = context =>

{
context.HandleResponse();
context.Response.Redirect("/");
return Task.CompletedTask;

1

lass digas
MvcClient .\

0595 Y S (swws Al 5 590 305 9 658 b 03,5 Yyl 9 identity server (Y doiue 4 Coldd 51 w8 83g 5 o2l 4
access <l ol )3 3,8 ealaswl 5 Hybrid grant type 3l 0195 (2 <l cpl 5o .S (s cdLya |y access 9 identity sl
grant type sy o9dhe b s Sl .l oai oalaiwl implicit 1 Jbie ¢l yo 4idl o9 (2 8Ly H9 w Caoe )3 token

D1 il U8 ileub g 4 4295 b @ response type cidentity server jo a8 oyl
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Slagdais S0 9 Endpoint S (ol plas cd 4S el 51 685k (51, OpenlD Connect sl 3530 S wilolS 58I 5o

MuvcClientCore

sl 8 0393 dotnetCore dswud coigy oy

> Endponit

Do (20315 7% daldl ys 45 13 39>9 endpoint Lz identity ygw o

«discovery -\

il 2 ol g paseine 0l 31 BT Slagil jgb 4 (S 3)ly Gued Job 4 )

Request | https://<ServerAddress>/.well-known/openid-configuration
Method | GET

Headers

Query

Body

Response | {

"issuer": "https://auth.tinet.ir",
"jwks_uri": "https://auth.tinet.ir/.well-known/openid-
configuration/jwks",
"authorization_endpoint": "https://auth.tinet.ir/connect/authorize”,
"token_endpoint": "https://auth.tinet.ir/connect/token",
"userinfo_endpoint": "https://auth.tinet.ir/connect/userinfo”,
"end_session_endpoint": "https://auth.tinet.ir/connect/endsession”,
"check_session_iframe": "https://auth.tinet.ir/connect/checksession”,
"revocation_endpoint": "https://auth.tinet.ir/connect/revocation”,
"introspection_endpoint": "https://auth.tinet.ir/connect/introspect”,
"frontchannel_logout_supported": true,
"frontchannel_logout_session_supported": true,
"backchannel_logout_supported": true,
"backchannel _logout_session_supported"”: true,

"scopes_supported": [
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"openid",
"profile"”,
"phone",
"email",
“myapi",
"offline_access"

1,

"claims_supported": [
"sub",
"user_id",
"name",
"family name",
"given_name",
"middle_name",
"nickname",
"preferred_username",
"profile”,
"picture”,
"website",
"gender",
"birthdate",
"zoneinfo",
"locale",
"updated_at",
"phone_number",
"phone_number_verified",
"email",
"email_verified"

1

"grant_types_supported": [
"authorization_code",
"client_credentials”,
"refresh_token",
"implicit",
"password"

1
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"response_types_supported”: [
"code",
"token",
"id_token",
"id_token token",
"code id_token",
"code token",
"code id_token token"
1,
"response_modes_supported": [
"form_post",
"query”,
"fragment"
1
"token_endpoint_auth_methods_supported”: [
"client_secret_basic",
"client_secret_post™
1
"subject_types_supported": [
"public"
1
"id_token_signing_alg values_supported”: [
"RS256"
1,
"code_challenge_methods_supported”: [
"plain®,

"5256"

:Authorize -Y

3 om T ol g g 0ol 1) S consent dwb 9 59, awss authorize code b ;S35 Cawlgsgs g ydT ol

.;Jﬁfu-)l):e oolaiwl 390 identity server 295 lowgi Voano 9 094 (2 03) lduo identity server o 0533
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Request https://<ServerAddress>/connect/authorize
Method GET
Headers
Query Client_lId Caod duolids
scope Ll oy > space dawg 4S5 3)90 S Scope
Response_type o 031> 7 DB 4 response &
Redirect_uri < redirect_uri guyo!
state 2 JL token b )3 Iad=xe |y state Hldde identity )9 o colgseds (§)ldde
s 3l 589k 9 response 9 request Siuaad Sly ool 13,8
D9 (2 oolaiwl CSRF/reply
nonce identity Zwb )o lsdze |y state Hldde identity ygw colgsds (§)lude
Bed 2 03kl reply e 31 §xSek> Sl cnl 138 2 3L token
Response_mode 4 Jlol OleMbl g 0315 Hly3 form_post b uly 45 3 ysee )
Syge b Oyguo (pl A8 )3 939 (2 el post Wygue 4 redirect_uri
ol glaie ol Calizee Gla CisdS s 0gd (2 Jlyl querystring
Prompt identity server (xSY dxie 39 0315 1,3 login b ply 4S e 5o
8 526 9 35 0313 )3 none L sl 4 Gogee 53 9 29 (2 031 Giwled
Wed (2 Syl redirect_uri 4 login_required glas- sl
Body
Response | /redirect page Redirect to login

Sl o urlencode sl (2 0l Jlul coledlsl

token -Y¥

ol Cyguo 53 9 ds 2 ciSiL |y (Se3 resource owner password b g client credentials I eolaiwl ciyguo 4

bwgs 3930 Gyge 4 api ol S o oyl 59,0 @b 3 redirect uri 4 1y 33bys Sy cauthorization key |

D¢ ol Cwl xSen Opened s LilsulS

Request

https://<ServerAddress>/connect/authorize

Method

POST
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Headers

Query

Body

Client_Id

Client_secret

S 50,

Grant_type

1) solde 5l (S
cJl> ol o .authorization code «élys > :authorization_code
redirect_uri ¢plylo A&l 2 redirect_uri 4 <Syla) endpoint ¢l gl
9o authorization code grant type lawg <> ol g 3ylg Lb

S 2 )y oalaul

Ded 2 dbo Cd Gl access token > ¢l 4o iclient_credentials
325 (2 )))8 ooliil 3)9e client credentials grant type Jawss > ol
olple gd 2 0o ) Sl access token > ¢l s :password
bawgs el ol 09 3)l9 b 9 sl 21 )8 1 password 9 usename
.;J}fu-)bé oolaiwl 390 resource owner password grant type

03,5 3yl .39d (2 yole Jud> access token el ¢l 4o irefresh_token
hybrid grant lewg cdl> ol .cwl ol <dl= ool )o refresh_token

38 (2 513 oslaiul 3)90 type

Redirect_uri

L plp grant_type 45 (oo 3) b Eou b &S redirect_uri oyl

(sl 3L 3590 39 0315 4148 authorization_code

Code

Ly grant_type 45 (g )3) authorization code ldde

(ol 5L )90 39 0315 41,8 authorization_code

scope

Wl ouds I space dawgs 4535 990 S Scope

Code_verifier

PKCE 48

Username 3 290 394 0315 51,8 password bl grant_type 4S5 3ygse 1) )8 pb
(L:’\-UJ‘
password W 3)50 39 0315 51,8 password b iy grant_type 45 Jogse 53) o348 30)

(!
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Refresh_token

Jhd refresh_token b plw grant_type 45 3 gue ) refresh token yldde

(sl 3L 2y90 D9 0310

Response

Redirect to redirect_uri / token response

b 6 wleMbl access token cdlys b endpoint ol il dils W i om o |y solaiwl opiliw wla endpoint ¢yl
9355 Iyl upaT ol 40 1y OT caccess token cdlys o 0lgs (o 15 auth s ) 03wl Cygae )3 B (2 Sl

il dxzld 3929 token ) OT scope 4S a9 (2 cdLyd Gyl epl 31 Gledbl 0,8 by (WSY L el Glp b b wledbl

userinfo -¢

Request

https://<ServerAddress>/connect/userinfo

Method

GET

Headers

Bearer <AccessToken>

Query

Body

Response

"sub": "cldc3de5-a34d-40a6-886b-6fe54a9f9729",
"name": "firstname lastname",

"given_name":
"family name": "lastname",

"user_id": "cldc3de5-a34d-40a6-886b-6fe54a9f9729",
"preferred_username": "0080196632",

"email": "email@example.ir",

"email verified": false,

"phone_number": "©9123456789",

"phone_number_verified": true

"firstname",
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o Qletay jwt &) @193 3l api 45 ygee 43 <jwit b 9) 9 reference token s (S5 (zvw slael Cg> endpoint ol
Gyguo b SulS bawsi Yeexs endpoint oyl .@5@)@ oslaiwl )30 W api Jawwgd (WS Ul |y OF Como Lilgs (03 g LS

.bﬂfd)b.’é oolaiwl 3yge (Ao

Request | https://<ServerAddress>/connect/introspect

Method | POST

Headers | Basic <apiAuth>

Query

Body | Token=<token>

Response | {
"active": false

}

or

{
"active": true,
"sub™: "123"

}

29 el 00 Jlioy) basic Cygue 4 45 il (2 0T 309 9 api pG bl ApiAuth Syl ouds Jlyl yu cendpoint ¢l )

il 39390 1 0 Cuwlgya api ol scope ¢ OF Gl scope s 9 dib _piae oSg3 4S Wils,S 2y active plan 4l

revocation -1

oLl jwt 31 39w oyl 53 4S QT 3l .39 (2 oolaiul W refresh token s W reference token (3> ey endpoint !

D9 (9 el endpoint ool 4 Gl Jé 39k (2

Request | https://<ServerAddress>/connect/revocation

Method | POST

Headers | Basic <clientAuth>

Query

Body | Token=<token>&token_type_hint=<token_type>

Response
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basic o yp0 4 a5 ail (o o] 30, 5 S L L il clientAuth gl sus Jlo,l jue @ndpoint ol o

sk refresh_token L access_token ,olis 51 SO L ol silss o token_type pozes conloas Jlo)|

:endsession
ol ze,> LB oyls L caodS a5 5,90 40 050 e eolanul single sign out ;5L ool ey endpoint !

Iy 3,50 opl b wiluls ST andl oS e oolazsl endpoint ()l 51 oS logout .o identity server i1, )18

L O G Sle>T 3 4 g5l Ygane g &l 00,5 (s35lw ool

-V

Request | https://<ServerAddress>/connect/endsession

Method | GET

Headers

Query Id_token_hint sl o identity token b il
Post_logout_redirect_uri 3k e post logout .ol L il

Body

Response | Redirect to post_logout_redirect_uri

9 Implicit 55 grant type b i Cuysl 4 Conl (2l 35S 4255 0T 0 S oyl o b S5l S -
OdaSeh) GeSaligler CadE S Jawgs pduSehl 45 350 03 alnle b (5 R OBl Olejes Hybrid
Implicit I oalaiwl ol Lgid and (o plsil ) euwien 43 399 Jos Olojad Cyguo 4 MVC Cygue 4 9 (SPA Sl
A&bL (2 grant type

Mgl G Se3 Hlael ul 4 5L J o o 9wl 3o Authentication e G CadS 4S 30 5o -Y
Cosd 4ol middleware 95 2 I Wilgs o il daly ) pwge ol lawgd o
4l .S ealaiwl Oleses IdentityServerBearerTokenAuthentication s OauthBearerAuthentication
275 51,8 Oauth s 5 IdentityServer I 45 asb 1 455 45 LT (25 )8 ol b

139 d9dome JilgS (5 Akl dun 31 048 (2 ) Sl HLa 53 ;)6 GEY I e 45 Yl Scope e =Y
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